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Summary

1. Title

A Study on the Legal & Institutional Framework with Regard to Ubiquitous Society'

Dysfunction

2. Purpose and Significance of the Study

The purpose of this research report is to investigate into the legal foundation of the
ubiquitous society and possible effects that ubiquitous IT has on the society. For the
effective study, a research team has conducted a project of school-work links about what
dysfunctions arise from the ubiquitous society and how they can be solved. Before
discussing the ubiquitous society in depth, this report first looks into core technology and

paradigm of ubiquitous IT.

3. Contents and Scope of the Study

The First Chapter emphasizes the legal foundation of the ubiquitous society and
possible effects that ubiquitous IT has on the society. The Second Chapter analyzes the
critical technology of u-IT which is divided into four categories; sensor/tag (RFID), net-
work communication technology such as Ad-hoc network and IPv6, user interface tech-
nology and information security technology. The Third Chapter analyzes the legal frame
and public policy for privacy with respect to public sector. The Fourth Chapter analyzes

the use of ubiquitous technology in private area such as business and corporate sector
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and legal policy useful U-commerce. Finally, the Fifth Chapter lay the legal and in-

stitutional foundation with the advent of the ubiquitous society.

4. Results of the Study

(1) Chapter I Introduction

The purpose of this research report is to investigate into the legal foundation of the
ubiquitous society and possible effects that ubiquitous IT has on the society. For the
effective study, a research team has conducted a project of school-work links about what
dysfunctions arise from the ubiquitous society and how they can be solved. Before
discussing the ubiquitous society in depth, this report first looks into core technology and

paradigm of ubiquitous IT.

(2) Chapter 2 critical technology of u-IT and paradigm

Ubiquitous Information Technology(u-IT) means literally IT everywhere so that users
are allowed to access context-aware information anywhere and whenever. Thanks to tech-
nology development, computing could be embedded in pre-existing equipments, some
kind of items, buildings and products and these are networked with one another enabling
the network of people, things and space. The critical technology of u-IT is divided into
four categories; sensor/tag (RFID), network communication technology such as Ad-hoc
network and IPv6, user interface technology and information security technology. Of
these, RFID that can be miniaturized and embedded in some items and products, will
serve as a more effective and convenient commercial vehicle operation system compared
to the existing Bar-code technology. In addition, network communication system only run
by mobile equipments will play a role in giving more empowerment to ubiquitous com-

puting. Since this ubiquitous computing is designed to make users' lives more convenient,

Xiv



user-centered interface such as non-liner information processing system is inevitably needed.
And information security technology is also required because sensing, tag and mobile

device raise concerns over security and privacy of users' information.

(3) Chapter 3 legal frame and public policy in public sector

In a ubiquitous environment, people unconsciously use numerous computers and tech-
nologies in their lives and computers will become more ordinary than ever. Accordingly
ubiquitous technology will have an important effect upon the way we live, work and
even drive. This report aims to lay a legal and institutional foundation of the ubiquitous
society and to make proposals to utilizes ubiquitous technology in order for continuous
IT development and effective business management.

With regard to utilization of ubiquitous IT, the concept of ‘information’ in the ubig-
uitous society should be properly defined. We argue that Telecommunication law should
reflect ubiquitous IT as the concept of active system rather than that of passive system.
To than end, we need to formulate a clear definition of ubiquitous IT and regulation
boundary. In addition, vital information processed by RFID or telematics becomes more
important but at the same time more diffusive than ever so we should now focus on how
to protect personal information. In the short run, the existing privacy law could be re-
vised or complemented; however, in the long run, we should pursue a universal ubig-
uitous law model and consider setting up guidelines and norms for the ubiquitous
society.

In particular, ubiquitous IT could put people under constant supervision with high-
powered CCTV(closed-circuit television), GPS(Global Positioning System) and RFID(Radio
Frequency Identification System) that can lead to information power abuse so that we
should take into consideration diverse aspects of the existing privacy law. Above all, we
need to foster the ubiquitous society that guarantee and do not interrupt deliberately in-

formation subjectivity such as the right of anonymity, anti-information processing and
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claims of renew information.

(4) Chapter 4 use of ubiquitous technology in private area and legal policy

Corporate business is one of the areas where ubiquitous IT can be best utilized. First
of all, compared to Internet-based e-business, u-Commerce enables people to get product
information and to buy them using their mobile devices. For activation of u-Commerce
environment, it is important to lay a legal foundation which is an essential part for safe
bargaining among businessmen, agents and consumers. Therefore, this report proposes to
put the civil law in place such as agent responsibility law which is in charge of product
and consumer's information. In addition, the intellectual property law is prerequisite for
better quality information so this report proposes to build a legal foundation for the
software industry, for instance, product information, copyright of identification infor-
mation and contents which will become all the more important in the ubiquitous society.

The application of RFID that can mange diverse information and product history is
quite extensive in the ubiquitous society so this report suggests using RFID for manage-
ment of business mortgage and establishing appropriate legal institutions to handle related
issues. For RFID-based mortgage management, RFID needs to include such features as
counterfeit prevention, easiness to be attached to diverse materials, easy readout and anti-
error etc. The government should play its part in standardization of RFID system and
frequency assignment. Moreover, electronic posting system should be legally allowed and
the responsibility and right of mortgagor and mortgagee should be stipulated. And
RFID-attached collateral should be able to be read and confirmed via the Internet or
reader devices in the court registration system; and institutional foundation for dealing
with its procedures should be set up to make it possible to exercise security right and to
bargain, acquire or cease mortgage. The utilization of RFID to manage business mort-
gage will contribute to transparent corporate fundraising, active optimization of it and

amplification of facility investment due to high-priced chattel real. Related industries
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involved in safety and reliability of mortgage management will be developed and job
creation in such areas as information security, service development and data base man-

agement agency is also expected.

(5) Chapter 5 legal and institutional foundation in ubiquitous society

This report will be used to lay the legal and institutional foundation with the advent

of the ubiquitous society.

5. Practical Usages of the Study

The results of the study are expected to be useful reference materials for analyzing and
developing legal foundation of the ubiquitous society and possible effects that ubiquitous
IT has on the society. They also will be useful for protection of privacy in ubiquitous

society.

6. Expected Benefits

This research is beneficial to foster the ubiquitous society that guarantee and do not
interrupt deliberately information subjectivity such as the right of anonymity, anti-in-
formation processing and claims of renew information. Also, they are so valuable to use

guide line in both public sector and private sector in utilizing ubiquitous technology.
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Qzte] JMOIARE o] &3t= HPHE FAIS 9o, 1986139 Electronic Commu-

nications Privacy Act(ECPA)"E AAEAY] et o8 37, BHF H, A%=

25) Pub. L. No. 100—503.
26) 47 U.S.C § 551(2000). “Protection of subscriber privacy”. http://www4.law.cornell.edu/ uscode/
47/551.html 2,
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27) 18 U.S.C. §§ 2510-2522, 2701-2709, 2711 (2000).

28) 15 U.S.C. §§ 6501-6506 (2000).

29) United States v. Vazquez, 31 F. Supp. 2d 85, 90 (D. Conn. 1998).

30) Jackson v. Playboy Enter., 574 F. Supp. 10, 13 (S.D. Ohio 1983); Fogel v. Forbes, Inc., 500
F. Supp. 1081, 1087 (E.D. Pa. 1980).

31) Cox v. Hatch, 761 P.2d 556, 564 (Utah 1988).

32) Vazquez, 31 F. Supp.2d at 90 (quoting Mark, 618 P.2d at 519).
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zElel] #HSt o]ALEHEI(1980)E WrolE] 19849l H 0B B 5 H(Data
Protection Act 1984)= A|ASHA H Atk 22yt o] HEL o] /N8 1995

33) http://www.theorator.com/bills108/hr2405.html F=Z=,

34) FCC, Third Report and Order in the Matter of Communications Assistance for Law Enfor-
cement Act, CC Docket No. 97—213, Y 12, 21, 22, Aug. 26, 1999 http://www.fcc.gov/
Bureaus/Engineering_Technoloy/Orders/1999/fcc99230.wp.

35) http:/frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=107 cong_billf:s1164is.txt.pdf 3=

36) HAMAIE 2004, 6. 8.; AFQAEZH 2 2004, 5. 19. 7=
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(4) 3+, M EtEY ARET BEste] 2003 59 EYZAMES] Bolton A 23]
E 7SS e AL 2408 FEs EUHE 299 F$S A9
stae g AAE S Bofd, s, AR EOlA Zdske AAE FAANYI
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o =99 A5

Z=A9] HessenTFoll A= 1970130 o]n] d]o]E] B35 & (Datenschutzgesetz)S #1743t
HE A=, ol= MABERE S| At AlA HZ9 YR Friea oy A
9] 2ol M= 1977 1€ 27 A" Avld] o] B 2.5 3 (Bundesdatenschutzgesetz;
BDSG), & THlo|HA o oA 7%l B3t vlole o] F-EikA|o] #3t HE, ]
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Juli 1997, BGBI 1 S. 1870)0] A=tk & A FAIMH 2~ o] B B 5 H(Tele-
dienstdatenschutzgesetz; TDDSG)2.2 &&= o] HES dWH o|HE TH(BDSG)Y
Edo 2N AAS 7Y o] e FALE AulZ=AlZA} lQlH ol H e
- E - ol 8Aole AAFAIARI G FAIMHI 208219 AQlHolHES
o tate] ALEHHANZE A1), o] Hell THHA oh g Ak HolH 7} 3l
2 A EHAY o] &HA F= Aol A olHES A et A o] AEHTHA
12 A2,

YL 2003 vt o] B B 3 H(Bundesdatenschutzgesetz; BDSG)ol| 4] HIT] 2. 74A]

39) http://news.bbc.co.uk/1/hi/england/manchester/3043931.stm
40) S. Engel-Flechsig, “luKDG vom Budestag verabschiedet. Anderungen des TDDG und des
SiG,” DuD 1997, S. 8 ff.
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A4 RIZE REAQ fulHE & Axs 74 B
9715 tHl

Ee)

A 1A U-commerce EAF E HFAo) A3 IT HE S Au]Het

FHIYEZ AFET MENDES TR 548

=
0|23} e-commerceS A A7 U-commerce©] T},

Yo -commerce™ frH|HE 2 7
TR UERIE 7RO sto] QG &ollx 149 &H|dEs FXIA]7]1,
o] st s AdEeldt 7o A4k A, & v nA S 59 Bl=
Uz ZRAEE BT 5, BE 4EH &AL 790l 3 dAE o

(always connected), 523+ g AAAE o] th= AL QA3 9O H(always aware),
BE Aoy Z2A AT} A58 Hof(always smart), AT AHIE E2A]7)=
WeKalways active) &2 7}= ZAo|th

A AEINS B e-commerce, = AAPIANF S48 HWA Ak Muro
2 Y Ayt 2493 Hol AP 2Tt FdE 79Tt A ENe
™, gE3ste] tiido] 71 WFEE okt ZId Lo 7t Al AtEA =, A

Ade Qe 71k JRSFE Fol A2 7Y FAEs gRsta dvks did
sk, BAl 2435 ST degolid Aotk A AREAPI#E
ovum| A= B2B HAVFAN Y AR E FF 2 d FF G S48 A
2 A Sshal gk = YA Sl AREEA dEde BuM dE
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ek & AR gshd 3 717 - 719 718 wE=ol tat] EA
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Aefell AEHIL oW, A =(tangibles)> =% (goods)Z A H](equipment) Z T
Hi EFS A 2HIAEE, A1LE, A F2E vtk o|#A uccel g
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